DISASTER RECOVERY PLAN

1. SCOPE

The Company X Disaster Recovery Plan describes the necessary activities to respond to an emergency situation. The intention is to assess the extent of any disaster in the  area that causes substantial physical damage and/or disruption of normal molding manufacturing operation and based on the assessment, return to normal operating conditions as soon as possible. This is contingent upon an initial assessment of key  operating functions and what drives them. It is also meant to integrate with the  Facility Disaster Restoration Plan that summarizes business recovery plans for:

a. Building & facilities systems

b. Information Technology (MIS)

c. Warehousing, 

d. Finance

e. General operations

f. Plant communications

The  Business unit area is defined as the Injection  Room, the new East Wing Injection  Room, the LIM  Clean Room, the Tool and Mold Room and all associated mechanical areas, storage areas and office areas. (see attached drawing). 

1. INITIAL ASSESSMENT PHASE

The following table is a list of key Company X systems critical to operations, their current status of storage and retrieval and proposed activities to improve disaster recovery time. 

KEY OPERATIONS
CURRENT STATUS OF SYSTEMS
FUTURE ACTION





INJECTION MOLDING

1. Process set up cards

2. Operating BOPS

3. Training records

4. Calibration records

5. Process validation protocols


1. On floor and Tech. Office hard file. Also copied to WO pkg. 

2. On floor & DEC VAX sys.*

3. On AS400** &  hard file

4. Cal Lab hard file

5. Hard copy in Doc. Ctr.
1. Consider offsite copy or fire     proof file cabinets.

2. N/A

3. N/A

4. Consider electronic copy

5. Investigate electronic copy or fire proof file cabinets.

LIM MOLDING

1. Process set up cards

2. Operating BOPS

3. Training records

4. Calibration records


1. On floor or Tech PC, also copied to WO pkg.

2. On floor & DEC VAX* sys.

3. On AS400** &  hard file

4. Cal Lab hard file
1. Consider offsite copy

2. N/A

3. N/A

4. Consider electronic copy

MAINTENANCE

1. P/M records & schedules

2. Vendor source list

3. Parts list


1. On AS400**

2. On AS400**

3. On AS400**
1. N/A

2. Construct major vendor access  

    file.

3. N/A

MOLD ROOM

1. Tool work history


1. Hard file in Mold Rm.
1. Consider electronic backup file

TOOLING

1. Mold drawings

2. Mold purchase records


1. Engineering office hard file   

    and on disk. Also vendor hard 

    file and disk. 

2. On AS400** under PO history
1. N/A

2. N/A

*DEC VAX SYSTEM BACKUP SECURITY:

The   Plant DEC VAX computer system operates the Laboratory Management Informations System (LIMS) and the PALLETE/BASIS Document Control Systems (which includes all Basic Operating Procedures). By first quarter, year 2000, the LIMS System will upgrade to ALPHA VAX and the Document Control System will migrate to a Compaq NT Server running Documentum. Currently, system backup security is provided by:

1. Contract with Digital that provides all hardware replacements.

2. All electronic records on tape are temporarily stored on a daily basis in the DRP closet separate from the Computer room.

3. Once a week, tapes are sent to the storage vaults located up Little Cottonwood Canyon.

4. Full data backup tapes are stored monthly and quarterly.

Given the above,  is capable of full systems recovery.

**AS400 BACKUP SECURITY:

1. Daily tapes are stored in the Document Control Ctr.

2. Weekly tapes are sent to the LCC storage vaults. Every 5  
    (five) weeks the tapes are recycled.

3. Quarterly change tapes are stored at the vaults and recycled annually.

4. Semi-annual change tapes are stored at the vaults and recycled every 3 (three) years.

5.  is under contract with Sunguard Corp. (a disaster recovery company headquartered in Chicago). If                                                                

    ’s AS400 system goes down for any substantial amount of time, they are committed to be on site   

    with a mobile AS400 system within 48 hours. The mobile trailer comes equipped with PC’s and printers.

Given the above,  is capable of full systems recovery.  

3. DISASTER INCIDENCE RESPONSE

A. The disaster incident response team coordinator or alternate will immediately assess the extent of damage.

B. The disaster incident response team coordinator will establish communication with facilities and other critical support groups outside of the Company X to exchange damage assessment information. Degree of damage locality and pervasiveness will be ascertained.

C. Prompt attention should be given to the restoration of fire protection equipment and sprinkler system.

D. The Team Coordinator will assemble Business Unit Department Leaders and begin the process of department by department assessment of damage or disruption. This assessment will focus on three primary objectives:

a. Assessment of physical damage to equipment. Handling systems, local facilities and work in process.

b. Assessment of condition of critical systems, records, forms and manuals.

c. Prioritize and estimate replacement/repair timelines for items assessed in a&b.

d. Prioritize and estimate costs of replacement/repair of items assessed in a&b.

e. Prioritize and begin the process of salvage, repair and or procurement of new equipment.

f. Prioritize and begin the process of retrieving critical software, records, forms and manuals.

A. Depending on the type of incident, certain difficulties or problems should be anticipated in addition to direct physical damage.

a. WATER may result in:

· Rusting of steel parts and assemblies.

· Breakdown of electrical equipment.

· Mildewing of certain materials.

· Contamination of site and surface waters with chemicals in fire water runoff.

b.
HEAT may cause:

-Distortion of structural steel components, thereby reducing the design load bearing capacity.


-Insulation in walls or roof melt.

-Electrical wiring insulation deteriorates and delicate electronic circuitry breaks down.


-Shielding for radiation sources melt.


-Rubber components, gaskets and seals become compromised.

a. SMOKE may cause:

· Odors in certain materials, contamination of others.

· Corrosion problems due to toxic gases in smoke.

· Discoloration

4. INCIDENT COMMAND TEAM LEADER AND FUNCTIONAL TEAM MEMBERS CONTACT LIST.


( is a 24-hour operation. Every person is authorized to notify anyone at anytime if they feel the operation or any personnel are in jeopardy.)

FUNCTION
NAME
HOME
CELL/PAGER






TEAM LEADER




Alternate #1




Alternate #2









INJ. MOLDING




Alternate #1




Alternate #2




Alternate #3









LIM MOLDING




Alternate #1




Alternate #2









MOLD MAINTENANCE




Alternate #1




Alternate #2









MOLD/TOOL ROOM




Alternate #1




Alternate #2









TOOLING




Alternate #1




5. DISASTER RECOVERY: MAJOR EQUIPMENT VENDOR LIST

ITEM
APPROXIMATE $$
LEAD TIME
VENDOR

PRESSES


150 – 450M
3 – 6 months
Cincinnati

Engel

Netstall

ROBOTS


40 – 80M
2 – 6 months
Engel

AEC

Automated Assemblies

CONTROLLERS

(mold hot tips)

CONTROLLERS

(mold temp.)


600 – 1,000


4 – 8 weeks

4 – 8 weeks
Incoe

MSI

DME

AEC

Sterling

DRYERS


600 – 1,000
4 – 8 weeks
UNA-DYN

RATIO LOADERS


8 – 10M
2 – 3 weeks
In-house fabrication

GRINDERS


500 – 1,000
4 – 6 weeks
S-Cutter

Rapid

LIM MAT’L LINES


2,500/set
2 – 3 weeks
Fluid Automation

CRANES


70 – 120M
3 – 5 months
American Equipment

Auggeter Engineering

MOLDS


60 – 500M
3 – 7 months
JK                      KIPE

Courtesy            EOC

Double B

Pro Mold

MEDICAL PARTS 

CONVEYORS


8 – 12M
2  - 3 months
Roto Air

Stainless Steel Works

LIM PUMPS


40M
3 – 4 months
Fluid Automation

CLEAN ROOM OVENS


35M
2 – 3 months
BLUE - M
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